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Attorney General Marshall Launches Investigation Into OpenAI and 
Sam Altman for Massive Artificial Intelligence Data Breach 

(Montgomery, Ala) – Alabama Attorney General Steve Marshall announced the issuance of a 
subpoena demanding that OpenAI, led by Sam Altman, respond to an investigation into the 
company’s complete lack of oversight and adequate safeguards in the hacking of Hugging Face, 
another artificial intelligence (AI) company. The investigation comes after Alabama was part of 
a multi-state coalition letter sent earlier in the month to OpenAI demanding transparency and 
accountability. 

In July, OpenAI unleashed an experimental artificial intelligence model that, without reasonable 
controls or oversight, gained unauthorized access to several computer networks, which 
culminated in a days-long hack on another AI company. Alabama’s subsequent investigation 
seeks to address whether OpenAI’s inability or unwillingness to ensure the safety of its 
products violated Alabama’s consumer protection laws and poses an ongoing risk of substantial 
harm to the citizens of the state.  

“This AI lab leak showed that Alabamians’ and Americans’ worst fears about artificial 
intelligence are not just theoretical. Our investigation seeks to uncover the facts and address 
hard truths about the threats companies and consumers are facing from rogue AI,” Attorney 
General Steve Marshall said. “Ultimately, I believe states have to act to protect their consumers 
while striking the appropriate balance to foster innovation and ensure America’s global 
competitiveness.” 

One of the key points of the multi-state coalition’s letter was a demand that 
OpenAI immediately cease and desist from all tests that led to this hacking unless and until 
OpenAI shows that it can conduct such activities in a controlled and responsible way.   

The investigation now seeks to discover whether OpenAI violated Alabama’s Deceptive Trade 
Practices Act and other consumer protection laws. The Attorney General’s subpoena requests 
that OpenAI respond with all potentially relevant documents, data, and information.  

Read the Attorney General’s subpoena here.  

Read the coalition letter here.   
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https://www.alabamaag.gov/wp-content/uploads/2026/08/OpenAI-Subpoena_Final.pdf
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iowaattorneygeneral.gov%2Fmedia%2Fcms%2F08_5392C9E17791C.pdf&data=05%7C02%7CWilliam.Califf%40AlabamaAG.gov%7C5c8393862cac49e1f7d008df01edde8d%7Cf5e5aee62a364b3e80a6066519e398cf%7C0%7C0%7C639231793305420978%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=m8veGYmJbU3IggUGA4bZr9syZzpIpFOh8xpL2q94hBk%3D&reserved=0

